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Module1

Introduction to ITSM:

ITSM (IT Service Management) refers to the implementation and management of quality
IT services that meet the needs of a business. The goal of ITSM is to ensure that the IT
services provided by an organization are aligned with business needs and customer
requirements.

ITIL 4 (IT Infrastructure Library version 4) is one of the most widely adopted frameworks
for ITSM. It provides a set of best practices to help organizations manage their IT services
efficiently and effectively.

Key Concepts in ITIL 4:

Service Value System (SVS): The SVS is a new concept in ITIL 4 that provides a
comprehensive, end-to-end approach for creating value through IT services. It is made up
of various components and activities that work together to ensure value creation for both
the customer and the organization. The SVS provides a holistic view of how all IT and
business activities work together to support the creation of value.

Service Value Chain (SVC): This is the core of the SVS and describes the activities an
organization undertakes to create value. These activities work in a flexible, integrated way
to transform inputs into outputs (services that deliver value). The six key activities of the
Service Value Chain are:

Plan: Ensures that there is alignment between the business objectives and the services
being offered.

Improve: Focuses on continual improvement of services and processes.
Engage: Involves interacting with stakeholders to understand needs and expectations.

Design & Transition: Ensures that new or changed services are designed and delivered in
line with customer expectations.

Obtain/Build: Involves obtaining or building the necessary components for the service.
Deliver & Support: Focuses on the actual delivery and ongoing support of services.

Guiding Principles: These are a set of fundamental principles that quide decisions and
actions within ITIL 4. They are designed to promote collaboration, continual improvement,
and value-driven approaches. Some examples include:
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Start where you are

Progress iteratively with feedback
Collaborate and promote visibility
» Think and work holistically
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Practices: ITIL 4 introduces 34 practices that encompass various processes, roles, and
capabilities. These practices are grouped into three cateqgories:

General Management Practices: These are practices borrowed from general business
management, such as organizational change management and continual improvement.

Service Management Practices: These focus specifically on managing and delivering IT
services, such as incident management, problem management, and service level
management.

Technical Management Practices: These deal with the technical aspects of IT services,
such as deployment management, software development, and monitoring.

Continual Improvement: This is a key theme throughout ITIL 4 and involves constantly
assessing and improving services and processes to ensure they remain aligned with the
business and customer needs.

Service Value System (SVS):

Guiding principles (7)

Governance

Opportunity,

Hermand Service value chain

Practices (34)

_ Continual
improvement
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The Service Value System (SVS) provides a structured approach to how an organization
delivers value through IT services. The SVS includes:

» Governance: Ensures that activities align with business objectives and
legal/regulatory requirements.

> Service Value Chain (SVC): Described earlier, this represents the activities needed
to create value.

» Practices: The 34 practices mentioned above that help organizations manage and
deliver services.

» Continual Improvement: An ongoing effort to improve services and processes.

» Guiding Principles: The underlying principles that shape decision-making and
behavior in the service management process.

Key Benefits of ITIL 4 & SVS:

Alignment with Business Goals: ITIL 4 encourages alignment of IT services with business
objectives, ensuring services deliver real value.

Improved Efficiency and Effectiveness: By standardizing best practices, ITIL helps
organizations streamline their service management processes, leading to better resource
utilization.

Continual Improvement: ITIL 4's focus on continual improvement ensures that
organizations are constantly evolving their service management processes to meet
changing business needs.

Flexibility and Adaptability: ITIL 4 is designed to be adaptable to various organizations
and industries, so it can be customized to meet specific requirements.

ITIL 4 and the Service Value System (SVS) provide a structured framework for delivering IT
services that are valuable, efficient, and aligned with business goals. The emphasis on
continual improvement, flexibility, and stakeholder engagement helps organizations stay
relevant and deliver high-quality IT services.
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M le 2:

Introduction to Service Assets, Change management and Service Knowledge
management

Service Assets:

Service Assets refer to the resources and capabilities used to deliver and support IT
services within an organization. These assets are essential for providing consistent,
efficient, and valuable IT services. In ITIL (Information Technology Infrastructure Library)
terms, service assets include both tangible and intangible elements that are critical to the
creation, delivery, and management of services.

Here's a more detailed breakdown of Service Assets:
1. Resources

Resources are the physical and intangible components that are required to create and
deliver IT services. Resources can be categorized into:

Tangible Resources: These are physical items, such as:

Hardware (servers, desktops, networking equipment, etc.)

Software (licensed applications, databases, operating systems)

Infrastructure (data centers, communication networks, storage)

Intangible Resources: These are non-physical but equally important resources, including:
Intellectual Property (patents, designs, processes)

Licenses (software licenses, user access rights)

Tools (monitoring tools, service management tools, automation tools)

2. Capabilities: Capabilities refer to the organization's ability to manage and utilize its
resources effectively to deliver value. Capabilities are typically processes, skills,
competencies, and knowledge that make it possible to deliver high-quality services.
Examples include:

Process Capabilities: Well-defined and managed processes, such as incident
management, change management, or problem management.
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Human Capabilities: Skills and competencies of employees or contractors, such as IT staff
with expertise in cloud computing or software development.

Organizational Capabilities: The ability to integrate people, processes, and tools to
achieve service delivery goals. This can include coordination among teams and effective
project management.

3. Service Asset and Configuration Management (SACM)

A central practice for managing service assets is Service Asset and Configuration
Management (SACM), which involves maintaining an accurate record of service assets
and their relationships. The configuration management database (CMDB) is a key tool in
this practice, as it helps track information about:

Configuration Items (Cls): These are individual components that are considered assets
(e.g., servers, software, network devices). Cls can be linked to each other and to services,
enabling better management of dependencies and impacts.

Asset Lifecycle: This includes the stages through which assets pass, such as acquisition,
deployment, maintenance, and retirement.

4. Types of Service Assets

Service assets can be broadly categorized into two main types:

(i) Physical Assets:

These include tangible elements like hardware and equipment. Examples:
Servers, storage devices, and network devices.

Backup hardware, routers, switches, and physical security systems.

(ii) Non-Physical (Intangible) Assets:

These include software, intellectual property, knowledge, and processes. Examples:
Software tools (e.g., monitoring tools, ticketing systems).

Knowledge articles, patents, and documented procedures.

Service management processes and frameworks (e.g., ITIL).

5. Managing Service Assets
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To effectively manage service assets, ITIL encourages the use of structured frameworks
and processes, such as:

Asset Management: Tracking the life cycle of IT assets from acquisition to disposal. This
helps ensure that resources are used efficiently, avoiding redundancy and minimizing
costs.

Risk Management: Assessing and managing risks associated with assets to avoid service
disruptions. For example, ensuring that hardware is maintained and updated reqularly to
avoid system failures.

Cost Management: Optimizing the use of resources to reduce unnecessary costs while
maximizing service delivery. This might involve renegotiating vendor contracts, reducing
unused licenses, or decommissioning obsolete hardware.

6. Value of Service Assets

Properly managing service assets is critical for the efficient delivery of IT services. The
value that these assets provide can be broken down as follows:

Efficiency: Well-maintained resources (both physical and intangible) can ensure that IT
services are delivered consistently without unnecessary downtime or interruptions.

Cost Control: Managing assets and resources helps minimize waste and reduce
unnecessary costs, such as unused software licenses or underutilized hardware.

Risk Reduction: By tracking assets and managing them throughout their lifecycle,
organizations can avoid unexpected service disruptions or failures due to outdated or
unsupported assets.

Service Quality: By ensuring that resources are up-to-date, properly maintained, and
effectively utilized, organizations can deliver high-quality services that meet business
needs.

Example:

Imagine an organization providing cloud-based services. Some of their service assets
could include:

Hardware Resources: Physical servers in data centers that run the virtual machines.

Software Resources: Virtualization platforms (like VMware or Hyper-V) and the operating
systems that run on top of those virtual machines.
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Process Capabilities: Well-defined incident and change management processes to
ensure seamless service delivery.

Human Capabilities: Skilled cloud engineers who can manage the infrastructure, as well
as IT support staff who handle incidents and problems.

Knowledge: A well-maintained knowledge base for troubleshooting common issues in the
cloud environment.

By managing these assets effectively, the organization ensures that its services are
reliable, scalable, and aligned with customer needs.

Service Assets are the resources and capabilities that form the foundation of IT services.
Managing them effectively is essential for delivering high-quality services, reducing risks,
controlling costs, and ensuring efficiency across the organization.

Change Management

Change Management is a critical ITIL practice that focuses on controlling and managing
changes in the IT environment, with the aim of minimizing disruption to services while
maximizing the effectiveness of change.

In ITIL 4, Change Management helps ensure that changes are made in a systematic way,
reducing risk and improving the overall stability of IT services. Changes can be related to
hardware, software, processes, or any other component of the IT environment.

Key Concepts in Change Management:

e Change Types: Changes are categorized based on their level of impact and risk.
Common types include:

o Standard Changes: Pre-approved, low-risk changes that follow a defined
process (e.q., applying a security patch).

o Normal Changes: Changes that are assessed and authorized based on their
risk and impact (e.g., upgrading software).

o Emergency Changes: High-priority changes that need to be implemented
immediately to restore service (e.qg., fixing a major outage).

e Change Authorization: Changes must go through an approval process, typically
involving a Change Advisory Board (CAB) to assess the impact, risk, and benefit of
the change.

e Change Process:
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> Request for Change (RFC): A formal proposal for a change.

» Assessment & Evaluation: The proposed change is assessed for impact, risk, and
feasibility.

» Approval: The change is reviewed and approved or rejected.
» Implementation: The change is deployed according to the plan.

> Review & Close: After the change is implemented, its impact is reviewed, and the
change is closed once verified.

Change
Management
Workflow

Benefits of Change Management:

e Reduced Risk: Helps minimize the potential disruption that changes might cause
to services.

« Improved Efficiency: By having a structured process for managing changes, the
organization can implement changes more effectively and reduce unnecessary
downtime.

¢ Increased Transparency: The change process provides visibility into the status and
impact of changes.

rvice Knowl Man ment (SKM

Service Knowledge Management (SKM) is a practice that focuses on ensuring that the
right knowledge is available to the right people at the right time. It helps organizations
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capture, share, and utilize knowledge to make better decisions, improve service delivery,
and enhance problem-solving capabilities.

In ITIL 4, knowledge is considered one of the most valuable assets of an organization.
Properly managing service knowledge ensures that both individual employees and teams
have access to information that can help them perform their jobs effectively, solve issues
quickly, and reduce the learning curve for new employees.

Key Concepts in Service Knowledge Management:

« Knowledge Base (KB): A centralized repository of information, including known
errors, best practices, and solutions to common issues. This is used by IT staff to
resolve incidents and problems efficiently.

« Knowledge Sharing: Encouraging collaboration and sharing of knowledge across
the organization to prevent knowledge silos and enhance overall service quality.

o Knowledge-Centered Support (KCS): A methodology used to ensure that
knowledge is created, maintained, and made available in a way that enhances
support functions.

Processes within Service Knowledge Management:

« Knowledge Creation: Knowledge is generated from experiences, incidents,
problems, and lessons learned.

« Knowledge Sharing: The sharing of knowledge among stakeholders to improve
decision-making and service delivery.

« Knowledge Refinement: Knowledge is constantly updated and refined to ensure
its accuracy and relevance.

« Knowledge Utilization: Using the knowledge to make informed decisions, solve
problems, and improve services.

Benefits of Service Knowledge Management:

o Faster Resolution: IT staff can access a knowledge base with solutions to previous
incidents, which helps them solve problems more quickly.

¢ Reduced Costs: By avoiding duplication of effort and reducing the time spent on
resolving issues, SKM can help cut operational costs.

« Improved Decision-Making: Having accurate and up-to-date knowledge enables
better decision-making at all levels of the organization.

10
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e Enhanced Service Quality: Knowledge sharing across teams improves the
consistency and quality of service delivery.

Key Differences Between These Practices:

» Service Assets are the building blocks (tangible and intangible) that are required to
deliver IT services, while Change Management ensures that changes to these
assets (such as hardware, software, or processes) are implemented in a controlled
manner to reduce risk and impact.

» Service Knowledge Management (SKM), on the other hand, is about capturing,
storing, and sharing knowledge so that it can be used to enhance decision-making,
problem-solving, and service delivery, reducing the likelihood of repeating
mistakes and improving overall service efficiency.

11
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Module 3

Roles and responsibilities of Service Desk
Introduction to the Service Desk

A Service Desk is a critical function within IT Service Management (ITSM) designed to
serve as the main point of contact between end users (customers, employees, etc.) and IT
service providers. The Service Desk aims to provide users with quick resolutions to their
issues, manage incidents, service requests, and provide general IT support, ensuring
smooth operations of business activities.

The primary goal of the Service Desk is to restore normal service operation as quickly as
possible with minimal disruption to the business. This is achieved by handling a variety of
tasks, from resolving minor IT issues (like password resets) to managing more complex
incidents that may require collaboration with other IT teams.

End-user @ Agent [ &
IS ﬂ’“ %
( ) Manager | 5

Key Responsibilities of the Service Desk:

1. Incident Management: Handling and resolving incidents (unplanned disruptions or
reductions in service quality) reported by users. The Service Desk is the first line of
support for incident resolution.

2. Service Request Management: Managing requests for new services, hardware,
software, or information. This includes handling requests like "new software
installation,” "account creation,” or "password reset."

3. Communication Hub: Acting as a central point of contact for users to report
problems, request services, and receive information about service status or
ongoing issues. It serves as the communication channel between users and other
IT departments.

12
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4. Escalation: When an issue cannot be resolved at the Service Desk level, it is

escalated to specialized teams (e.g., Technical Support, Network Operations, or
Development teams).

Monitoring and Reporting: Monitoring the performance of services and incidents,
tracking service-level agreements (SLAs), and reporting on trends in incidents or
service requests.

. Self-Service Support: Providing end-users with self-service portals, FAQs, and

knowledge base articles so they can resolve minor issues independently without
contacting the Service Desk.

Problem Management Support: Identifying recurring incidents and working with
the Problem Management team to identify root causes and implement long-term
solutions to prevent future occurrences.

Troubleshooting

2 'QQ

Fi10|,
e

Escalation of issues User assistance
L

Roles and Responsibilities of the Service Desk

1. Service Desk Agent (or Analyst)

The Service Desk Agent (or Analyst) is the primary role that interacts with end-users. They

are responsible for:

Incident Logging: Capturing all incidents and service requests raised by end-users
into a service management tool (ticketing system) and ensuring they are
cateqgorized correctly.

Initial Diagnosis: Performing basic troubleshooting steps to resolve common issues
(e.g., login problems, software malfunctions, hardware issues).

Resolution: Resolving simple incidents and fulfilling straightforward service
requests (e.q., resetting passwords, unlocking accounts, providing access to
resources).

13
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o Escalation: If the issue is complex or requires specialized knowledge, the agent
escalates it to the appropriate IT team (e.g., network, application, or development
support).

e First-Line Support: Providing quick responses and resolutions to minimize
downtime for users.

e Customer Communication: Keeping users informed about the status of their
requests or incidents, ensuring timely follow-ups until resolution.

2. Service Desk Manager
The Service Desk Manager oversees the Service Desk team and is responsible for:

o Team Leadership: Leading, training, and mentoring Service Desk agents. This
includes managing performance, setting goals, and ensuring that agents have the
tools and resources they need.

o Service Desk Operations: Managing day-to-day activities and ensuring that the
Service Desk is meeting service levels, such as response time and resolution time
(aligned with SLAs).

e Reporting & Metrics: Analyzing incident and service request trends, and generating
reports to identify areas of improvement. They may report to upper management
on performance metrics, user satisfaction, and incident trends.

« Resource Management: Ensuring that there is adequate staffing, especially during
high-demand periods (e.g., product launches, system upgrades).

o Escalation Management: Ensuring that escalations are handled appropriately and
that higher-level issues are tracked and managed properly.

e Continuous Improvement: Identifying areas for improvement in the Service Desk
processes, suggesting tools or methods to improve efficiency, and working on the
continual improvement of the team's performance.

3. Service Desk Supervisor/Team Lead
A Service Desk Supervisor or Team Lead is often a senior agent or manager who:

o Oversees Service Desk Agents: Ensures agents are following processes,
maintaining professionalism, and providing efficient support.

o Escalation Point: Acts as an escalation point for issues that agents cannot resolve.
They assist agents with more complex incidents or requests.

14
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o Training & Development: Provides coaching and training to agents to help them
grow their technical and soft skills.

o Performance Monitoring: Monitors the performance of agents, including the
resolution times, quality of service, and user satisfaction.

4. Service Desk Technician (or Specialist)

A Service Desk Technician or Specialist is a more technically skilled role compared to a
general Service Desk Agent. Their responsibilities include:

e Technical Support: Resolving more advanced or technical incidents and requests
that require in-depth troubleshooting (e.g., system crashes, software issues,
network connectivity problems).

o Escalation Handling: They may act as a point of escalation for agents and handle
cases that require specialized technical expertise.

o System Maintenance: Conducting routine checks or diagnostics to prevent issues
from arising (e.q., software patching, system monitoring).

e Advanced Troubleshooting: Handling more complex technical issues that cannot
be resolved by first-line agents.

Service Desk Process Flow

1. Incident/Request Logging: The process begins when the user contacts the Service
Desk (via phone, email, chat, or self-service portal). The agent logs the incident or
service request and cateqgorizes it.

2. Incident Diagnosis & Resolution: The Service Desk agent attempts to resolve the
issue using knowledge base articles, diagnostic tools, or quick fixes.

3. Escalation (if needed): If the agent cannot resolve the issue, it is escalated to the
appropriate team (e.g., technical support or development).

4. Resolution & Closure: Once the issue is resolved, the agent notifies the user, and
the incident/request is closed. The resolution details are documented in the
knowledge base for future reference.

5. Follow-up (optional): The Service Desk may follow up with the user to ensure that
the solution was satisfactory, and the problem doesn't recur.

15
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Key Skills for Service Desk Roles

Communication Skills: The ability to communicate clearly and professionally with
users, both in writing and verbally.

Problem-Solving: Identifying the root cause of issues and determining effective
solutions.

Technical Knowledge: Depending on the role, a strong understanding of IT
systems, software, and networks is crucial for diagnosing and resolving issues.

Patience and Empathy: Service Desk agents should be patient with users who may
be frustrated or confused.

Time Management: Handling multiple incidents and requests efficiently while
maintaining quality service.

Benefits of an Effective Service Desk

Faster Incident Resolution: Users’ issues are quickly identified and resolved,
minimizing downtime and disruption.

Improved User Satisfaction: A well-functioning Service Desk leads to happier users,
as their issues are addressed in a timely and effective manner.

Proactive Service Monitoring: The Service Desk can detect recurring issues and
collaborate with other IT teams to address underlying problems.

Operational Efficiency: By having a dedicated team managing incidents and
requests, other IT teams can focus on more complex or strategic tasks.

Service Desk is a vital function within ITIL and ITSM, acting as the bridge between end

users and IT services. Its roles and responsibilities cover everything from initial incident

logging and resolution to communication and escalation, ensuring smooth service

delivery and high user satisfaction.

16



Career Shaper™

Module 4

Incident management in ITIL
Incident Management in ITIL: Detailed Overview

Incident Management is one of the core practices within ITIL (IT Infrastructure Library)
and a critical function of IT Service Management (ITSM). The primary objective of Incident
Management is to restore normal service operation as quickly as possible following an
incident while minimizing the impact on business operations.

In ITIL, an incident is defined as an unplanned interruption to an IT service or a reduction
in the quality of an IT service. This can include anything from a system crash, software
failure, network outage, or even a simple issue like a forgotten password.

Key Objectives of Incident Management:

1. Restore normal service quickly: The primary goal is to reduce the time IT services
are disrupted.

2. Minimize impact to the business: Ensure that downtime and disruptions are
minimized, and that any impact on the business is as small as possible.

3. Provide effective communication: Keep users and stakeholders informed about
the status and progress of the incident resolution.

4. Maintain a structured approach: Use standardized processes to handle incidents
to ensure consistency and effective resolution.

5. Improve services over time: Incident management feeds into continual
improvement, highlighting trends that can lead to root cause analysis and long-
term improvements.

Incident Management Process (ITIL)

The Incident Management process in ITIL is designed to handle incidents in a structured
way to ensure they are logged, cateqgorized, prioritized, resolved, and closed effectively.
Here is an overview of the Incident Management Process from start to finish:

1. Incident Identification
An incident can be identified in various ways:

« User-Reported Incidents: A user reports an issue, typically through a Service Desk,
via email, phone, or a self-service portal.

17
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e Proactive Monitoring: Automated tools and monitoring systems can detect
incidents before they are reported by users (e.g., system outages, performance
degradation).

o Service Desk Alerts: Service Desk agents can detect issues as they handle other
service-related tasks.

2. Incident Logging

Once identified, the incident is logged in the Incident Management system (often called
the Service Management tool or ticketing system). Logging captures essential
information, such as:

« Incident description (what happened)
o Affected user or system

o Time of occurrence

e Service or component impacted

e Impact on the business

o Contact details of the user

o Priority or urgency of the incident

This step ensures that all incidents are recorded systematically and can be tracked
throughout their lifecycle.

3. Incident Categorization

Categorization involves classifying the incident into predefined categories and
subcategories (e.g., network, hardware, software, application) to help with tracking,
reporting, and escalation. This step aids in:

e Prioritizing incidents: By understanding the category of the incident, it helps
determine how urgent and critical the incident is.

¢ Reporting trends: Categorization helps track common issues over time, which may
indicate systemic problems.

4. Incident Prioritization

Priority is based on the urgency (how critical the incident is to the user) and impact (how
much the incident affects business operations). For example:

18
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High Priority: Major incidents that impact critical business functions, like a system
outage affecting many users.

Medium Priority: Incidents that affect smaller groups or less critical services.

Low Priority: Minor incidents with limited or no business impact, such as a minor
configuration issue affecting a single user.

By assessing both urgency and impact, ITIL ensures that incidents are managed and
resolved according to their potential to disrupt the business.

5. Incident Diagnosis and Resolution

Once the incident is categorized and prioritized, the next step is diagnosis. The Service

Desk or assigned support team will:

First-line support (Service Desk): For known incidents or common issues, the
Service Desk team will attempt to resolve them using knowledge base articles,
troubleshooting steps, or predefined solutions. This is often called "First Time Fix".

Second-line support: If the incident cannot be resolved quickly, it will be escalated
to second-line or specialized support teams (e.g., network engineers or system
administrators). These teams have deeper technical expertise and access to more
advanced diagnostic tools.

Incident resolution: The goal is to restore service to normal as quickly as possible,
with minimal disruption. This can involve restarting systems, applying patches,
fixing configurations, or, if needed, escalating the issue further.

6. Incident Resolution and Recovery

Once a solution is identified, the service is restored, and the issue is resolved. During this

stage:

Testing: The solution is verified to ensure that it resolves the incident and does not
create new problems.

Communication with the user: The user should be informed that their issue has
been resolved and that the service is back to normal.

Documentation: Any workarounds, fixes, or actions taken during the resolution
process should be recorded for future reference.

7.Incident Closure

After resolution, the incident is closed:

19
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o Verification: Before closing, ensure that the incident is fully resolved and that the
user is satisfied with the resolution.

o Closure notification: The user is notified that the incident has been resolved and is
closed. Feedback may be requested to evaluate the user's experience and identify
potential areas for improvement.

o Documenting lessons learned: Review the incident resolution process and
document any lessons learned for continual improvement, such as updates to the
knowledge base or process improvements.

Incident Management

Activities in successful incident management

R aview
R (,|\‘r in lel nt
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incident
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Incident Management Roles and Responsibilities
Several roles are involved in Incident Management:
o Service Desk Agent (or Analyst):
o Logincidents and service requests.
o Cateqgorize, prioritize, and provide first-line support.
o Escalate incidents when required.
o Communicate with users regarding incident status and resolution.
o Resolve simple, known incidents.
¢ Incident Manager:
o Oversee the entire Incident Management process.

o Ensure incidents are handled efficiently and according to established
procedures.

o Analyze trends in incidents and identify recurring issues.

20
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o Monitor the performance of the Incident Management process, ensuring
SLAs are met.

o Escalate unresolved incidents and issues to higher-level support teams.
e Support Teams (2nd, 3rd line):

o Take over escalated incidents that require more specialized knowledge.

o Perform in-depth troubleshooting and resolution.

o Ensure that complex incidents are resolved in alignment with business
needs.

o Users/Customers:
o Reportincidents and service requests.
o Provide necessary information to assist the Service Desk in resolving issues.

o Follow up on the resolution to ensure satisfaction.

Key Metrics in Incident Management

To assess the effectiveness of the Incident Management process, the following metrics
can be tracked:

« Mean Time to Acknowledge (MTTA): The average time it takes from when an
incident is reported to when it is acknowledged by support staff.

« Mean Time to Resolve (MTTR): The average time it takes to resolve an incident and
restore normal service.

o First Contact Resolution Rate: The percentage of incidents that are resolved
during the first contact with the Service Desk.

¢ Incident Volume: The total number of incidents reported in a given period.

e SLA Compliance: The percentage of incidents resolved within agreed-upon service
level agreements (SLASs).

o User Satisfaction: Feedback from users on how satisfied they are with the
resolution of their incidents.

21
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Benefits of Incident Management

« Improved Service Availability: By quickly restoring services, Incident Management
helps reduce downtime and ensures business continuity.

e User Satisfaction: Users experience faster response times, effective
communication, and quicker resolutions, leading to higher satisfaction.

o Operational Efficiency: Streamlined processes for handling incidents can lead to
more efficient use of IT resources, reducing the time spent on recurring issues.

e Trend Analysis and Continuous Improvement: Incident Management helps identify
patterns of recurring problems, enabling proactive problem management and
long-term service improvements.

Incident Management vs. Problem Management

While Incident Management focuses on restoring service as quickly as possible, Problem
Management focuses on identifying and eliminating the root cause of incidents. For
example:

e Incident Management: Resolves individual incidents that are immediate and
temporary in nature.

e Problem Management: Investigates underlying issues that may cause recurring
incidents and implements permanent solutions to prevent future disruptions.

Incident Management is a key practice within ITIL that helps ensure IT services are
quickly restored after disruptions. By following a structured process for identifying,
categorizing, prioritizing, and resolving incidents, IT organizations can minimize
downtime, improve efficiency, and enhance user satisfaction.

22
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Module 5

Access Management and Service Request Fulfillment
Access Management and Service Request Fulfillment in ITIL: Detailed Overview

In ITIL, Access Management and Service Request Fulfillment are two key practices that
ensure the effective, secure, and efficient delivery of IT services. Both practices support
the Service Operation phase and are designed to help users get the services and access
they need, while ensuring that these requests are fulfilled in a controlled and secure
manner.

Access Management in ITIL

Access Management is the process responsible for granting users the appropriate access
to IT services, systems, applications, or data based on their roles and responsibilities
within the organization. It ensures that users can access only the resources that they are
authorized to, in a secure and efficient manner. The Access Management process often
works closely with Identity Management and Security Management to ensure that the
appropriate controls are in place.

Obijectives of Access Management:

e Ensure Security: Control access to sensitive systems, data, and resources in
accordance with organizational security policies and procedures.

o Facilitate Access Requests: Provide users with easy access to the services and
resources they need to perform their jobs.

e Protect Organizational Assets: Prevent unauthorized access, reduce security risks,
and ensure that sensitive information and systems are protected.

e Support Incident and Problem Management: Ensuring that access-related
incidents and problems are handled in a controlled manner.

Key Activities in Access Management:

1. Access Request: Users submit requests for access to specific IT services or
resources. These requests are often submitted via self-service portals or directly to
the Service Desk.
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2. Access Authorization: Access Management evaluates the user's entitlement to the
requested resources based on predefined access control policies. This may include
validating roles, security clearances, and user permissions.

3. Access Provisioning: Once access has been authorized, the access management
team provisions the appropriate rights or privileges to the user. This can include:

o Granting access to applications, systems, or databases.
o Setting up user accounts.
o Assigning roles based on the user’s responsibilities.

4. Access Monitoring: After access has been granted, ongoing monitoring is
conducted to ensure that users maintain appropriate access levels and that access
is being used correctly. This can include reviewing access logs, detecting
suspicious activities, and ensuring compliance with security policies.

5. Access Revocation: When users no longer require access (e.g., when they leave the
company or change roles), their access rights are revoked. This includes disabling
user accounts, removing system access, and reclaiming privileges.

6. Audit and Compliance: Regular audits of user access help ensure that access
control policies are being followed. Access Management also ensures that there
are no violations of requlatory requirements, such as data privacy laws, by
maintaining access logs and reports.

Roles Involved in Access Management:

e Access Management Team: The team responsible for handling access requests,
authorizations, and provisioning. They also monitor access and revoke access when
necessary.

o Service Desk: The Service Desk acts as the first point of contact for users
submitting access requests or reporting access issues (e.g., account lockouts or
permissions).

e Security Team: In many organizations, the security team is closely involved in
defining access control policies and ensuring that access management complies
with security standards.

e Application Owners: These individuals are responsible for the services or systems
that users are requesting access to. They provide input on user access
requirements and review access requests when needed.

Benefits of Access Management:
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o Security and Compliance: Proper access control ensures that only authorized users
can access sensitive information, reducing the risk of unauthorized access or data
breaches.

o Operational Efficiency: By streamlining the process for granting and revoking
access, Access Management helps improve efficiency and reduce administrative
overhead.

o Audit and Reporting: Access logs and reports help organizations demonstrate
compliance with security and requlatory requirements.

« Improved User Experience: By granting users timely and accurate access to
services and systems, Access Management improves the overall user experience
and supports productivity.

Service Request Fulfillment in ITIL

Service Request Fulfillment is the process responsible for managing and fulfilling user
requests for IT services that are not incidents (e.g., requests for information, access, or
new hardware). These requests are typically routine, low-risk, and well-defined. The
Service Request Fulfillment process is designed to ensure that these requests are
fulfilled efficiently and in line with agreed-upon service levels (SLASs).

Obijectives of Service Request Fulfillment:

o Efficient Handling of Requests: Process user requests quickly and efficiently to
minimize delays and improve user satisfaction.

« Standardize and Automate: Streamline and automate the fulfillment of common
requests to improve efficiency and consistency.

e Meet Service Level Expectations: Ensure that requests are fulfilled within the
agreed service levels, often outlined in SLAs.

e Improve Customer Experience: Make the process of submitting and fulfilling
requests as simple and straightforward as possible for users.

Key Activities in Service Request Fulfillment:

1. Request Logging: Users submit service requests, typically via a self-service portal
or through the Service Desk. These requests could include:

o New hardware or software requests.
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o Access requests (e.g., to applications or systems).
o Information requests (e.q., asking for reports or updates).
o Request for advice or guidance.

Request Categorization: Once logged, requests are categorized according to their
type (e.q., hardware, software, access requests). Categorization helps to track the
types of requests and ensure that they are handled appropriately.

Request Prioritization: Requests are prioritized based on factors such as urgency
and impact. Service Requests typically follow a predefined set of priorities, with
routine requests being fulfilled more quickly than complex or high-impact
requests.

Request Approval (if necessary): Some service requests may require approval,
especially those that involve purchasing new hardware, software, or other
resources. For example, a request for new software might need to be approved by
the procurement or finance department before it can be fulfilled.

Request Fulfillment: Once the request is authorized, the appropriate actions are
taken to fulfill the request. This might involve:

o Provisioning hardware (e.g., sending a new laptop to a user).
o Installing software or providing access to a service.

o Answering informational queries or providing reports.

o Setting up new accounts or configuring user access.

Request Closure: Once the request is fulfilled, the request is closed. The useris
informed that their request has been completed, and any necessary
documentation is updated. The Service Desk may also follow up to ensure that the
user is satisfied with the fulfillment.

Types of Service Requests:

Access Requests: Requests to gain access to IT services, applications, or data.

Standard Changes: Requests for pre-approved changes that do not require
detailed assessment (e.g., installing an approved software update).

Information Requests: Requests for information or quidance (e.q., a user asking for
training material or requesting a report).
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¢ Requests for New or Upgraded Hardware/Software: Requests for new hardware or
software, such as a new laptop, desktop, or application.

e Service Requests from Knowledge Base: Users may submit requests for items or
services that are covered in the organization’s knowledge base (e.g., requesting
software installation instructions).

Roles Involved in Service Request Fulfillment:

o Service Desk: The first point of contact for service request submission. The Service
Desk is responsible for logging, categorizing, and fulfilling most requests, and
escalating when necessary.

¢ Request Fulfillment Team: A dedicated team or individuals responsible for fulfilling
specific types of service requests (e.q., IT provisioning team, access management
team).

« Approving Authorities: In the case of requests that require approval (e.g., hardware
purchases), approving authorities (such as department heads or finance) are
involved in ensuring that the request meets business or financial criteria.

Benefits of Service Request Fulfillment:

« Improved User Satisfaction: Efficient and timely fulfillment of service requests
leads to higher user satisfaction and productivity.

e Reduced Service Desk Load: By automating or streamlining the process for
fulfilling standard requests, the Service Desk can focus on more complex incidents
and issues.

« Consistent Service Delivery: Standardizing the process for handling service
requests ensures that users receive consistent and predictable results.

o Operational Efficiency: Service request fulfillment can often be automated,
reducing manual effort and enabling faster, more efficient processes.

Comparison: Access Management vs. Service Request Fulfillment

While Access Management and Service Request Fulfillment both handle requests, they
differ in their focus and scope:

e Access Management: Deals specifically with requests related to access control,
ensuring users have the right permissions and rights to systems, services, and data
based on their roles.
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o Examples: Granting access to an application, changing user roles, revoking
system access.

o Service Request Fulfillment: Involves managing and fulfilling broader service
requests that may not be related to access but still support the user’s ability to
work efficiently.

o Examples: Requesting new hardware, requesting new software, or asking for
information.

Conclusion:

Both Access Management and Service Request Fulfillment are integral ITIL practices that
help organizations deliver secure, efficient, and timely services to their users. Access
Management ensures that users have the correct access to IT services, while Service
Request Fulfillment ensures that users’ routine, non-incident related requests are
managed and fulfilled in a controlled, efficient manner. By establishing clear processes
for both practices, IT organizations can improve service quality, enhance security, and
increase user satisfaction.
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